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SYSTEM FOR ESTABLISHING HARDWARE-BASED REMOTE CONSOLE 
SESSIONS AND SOFTWARE-BASED REMOTE CONSOLE SESSIONS 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This application is related to application serial no. 

(Attorney docket number 200314490-1(2162-19900)) titled, "Method and System 
for Switching Between Remote Console Sessions" filed concurrently herewith. 

BACKGROUND 

[0002] A server may be a computer that provides a service for other computers 
connected to the server via a network. One example of a server comprises a file 
server, which has a local disk and services requests from remote clients to read 
and write files on that disk. A client may be a computer or program that can 
download files for manipulation, run applications, or request application-based 
sen/ices from a server. 

[0003] A client may also be configured to take control of a server from a remote 
location via a remote console which may provide the client with partial or full 
control of the server. Once a remote console is initiated, any subsequent input 
delivered by the end-user to the client (e.g., keyboard entries, mouse clicks) may 
be delivered to the server. Similarly, output of the server (e.g., video monitor 
output) may be delivered by the client to the end-user. 

[0004] A remote console may enable a client to use other server hardware, 
such as a CD ROM drive, a floppy drive, or power switch. Such remote console 
capability may be referred to as "virtual presence," indicating that an end-user of 
a client with full control over a server is virtually sitting in front of the server. 
Because any input or output delivered to or from the client is also delivered to or 
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from the server, an end-user of the client achieves virtual presence and 
effectively has complete control of the server from a remote location. 
[0005] Management processors have been developed to provide server-client 
networks with remote console capability without burdening the main processor or 
processors. However, implementing remote console through a management 
processor may be excessively slow. While increasing the computing power of 
management processors may increase remote console performance, it also 
significantly raises production cost. 

[0006] Thus, an inexpensive system that provides seamless, high-speed remote 
console capability is desirable. 

SUMMARY 

[0007] The problems noted above may be solved in large part by a system that 
selectively establishes hardware and software base remote console sessions. 
One exemplary embodiment may be a system that comprises a CPU, a memory 
coupled to the CPU (used as storage for programs executable by the CPU), and 
a system management processor coupled to the CPU. The system management 
processor may selectively establish hardware-based remote console sessions 
and software-based remote console sessions. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0008] For a detailed description of exemplary embodiments of the invention, 
reference will now be made to the accompanying drawings in which: 
[0009] Figure 1 illustrates a block diagram in accordance with embodiments of 
the invention; 

[0010] Figure 2 illustrates a block diagram of a management processor in 
accordance with embodiments of the invention; 

[0011] Figure 3 illustrates a flow diagram that may be implemented in 
accordance with embodiments of the invention; and 

[0012] Figure 4 illustrates a flow diagram of an operation mode switching 
mechanism that may be implemented in accordance with embodiments of the 
invention. 

NOTATION AND NOMENCLATURE 
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[001 3] Certain terms are used throughout the following description and claims to 
refer to particular system components. As one skilled in the art will appreciate, 
computer companies may refer to a component by different names. This 
document does not intend to distinguish between components that differ in name 
but not function. In the following discussion and in the claims, the terms 
"including" and "comprising" are used in an open-ended fashion, and thus should 
be Interpreted to mean "including, but not limited to ... ." Also, the term "couple" 
or "couples" is intended to mean either an indirect or direct electrical connection. 
Thus, if a first device couples to a second device, that connection may be through 
a direct electrical connection, or through an indirect electrical connection via other 
devices and connections. 

DETAILED DESCRIPTION 
[0014] The following discussion is directed to various embodiments of the 
invention. Although one or more of these embodiments may be preferred, the 
embodiments disclosed should not be interpreted, or otherwise used, as limiting 
the scope of the disclosure. In addition, one skilled in the art will understand that 
the following description has broad application, and the discussion of any 
embodiment is meant only to be exemplary of that embodiment, and not intended 
to intimate that the scope of the disclosure is limited to that embodiment. 
[0015] Figure 1 illustrates a block diagram of a server 100 coupled to a 
client 120 and a remote console client ("RC client") 122. The RC client 122 may 
comprise a software-based remote console applet ("SW applet") 114 and a 
hardware-based remote console applet ("RC applet") 116, both of which will be 
explained below. In at least some embodiments, the clients 120, 122 couple to 
the server via Ethernet connections, but any communication network and protocol 
may be used. The sen/er 100 may comprise a central processing unit ("CPU") 
106 coupled to a memory 118, at least one network interface card ("NIC") 104 
and a management processor 102. The NIC 104 enables one or more clients 
120 to access and manipulate files on the server 100 as necessary. The 
management processor 102 enables the RC client 122 to remotely control and 
manipulate the server 100 and the contents of the server 100 by providing virtual 
presence. In at least some embodiments, the NIC 104 and the management 
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processor 102 may operate on different physical networks, thereby increasing 
security and eliminating the possibility of clients 120 gaining unauthorized control 
of the sen/er 100 through management processor 102. The server may also 
comprise memory 118 that stores software programs such as a management 
processor driver 108, a services ("SVCS") program 110, a remote desktop 
protocol ("RDP") 112 and a software-based remote console application ("SW 
application") 128. The memory 118 may be any available volatile or non-volatile 
memory, such as read only memory ("ROM") and random access memory 
("RAM"), or the memory 118 may be a long terni storage device, such as disk 
drive or CD ROM device. 

[0016] The management processor 102 couples the server 100 and the RC 
client 122, granting the end-user of the RC client 122 the virtual presence on the 
server 100. The management processor 102 may be active through server 100 
states such as: a power-on self test mode, a pre-boot environment, before the 
operating system ("OS") has loaded, while the OS is functional, after an OS 
failure, or even if the server 100 has powered down. Through the management 
processor 102 an end-user may invoke a remote console to control the 
server 100. 

[0017] In a remote console session, data output by the server 100 may be 
transmitted to the RC client 122. RC client 122 subsequently may output the data 
to an end-user. Similarly, data input by the end-user into the RC client 122 may 
be transmitted to the server 100. Data transfers between the RC client 122 and 
the server 100 may be accomplished through either a hardware-based remote 
console session or a software-based remote console session. Each of these 
types of sessions will be discussed in turn. 

[0018] The hardware-based remote console may be performed by, among other 
things, the management processor 102 and the RC applet 116 running in RC 
client 122. More particularly, in a hardware-based remote console session the 
management processor 1 02 may snoop or intercept video data transferred to the 
video card 126 and corresponding video memory 124, and redirect the video data 
to the RC client 122. The management processor 102 may track changes in 
memory 124 of a video card 126 located in the server 100, analyze and compress 
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data describing the changes, and send the data to the RC applet 116. The RC 
client 122 subsequently may display the data on a monitor coupled to the RC 
client 122. 

[0019] Likewise for input data in the hardware-based remote (not shown) 
console, the management processor 102 may accept input data (e.g., keyboard 
entries, mouse movement data) and channel the input data to the server such 
that the server may not be able to ascertain that the input originated at a remote 
location. Thus, a hardware-based remote console session may require the 
assistance of little, if any. software executed by the server CPU 106. Because a 
hardware-based remote console may not need the CPU 106 to be operational, 
data may be exchanged between the RC client 122 and the management 
processor 102 regardless of whether the server 100 is powered on, powered off, 
booting up, or in one of a variety of operating states. Since server 100 output 
data may be transmitted to the RC client 122 and displayed to the end-user, and 
because RC client 122 end-user input data may be transmitted to the 
management processor 102 and processed by the server 100, virtual presence 
may be achieved. That is, the end-user may interact with the RC client 122 as if 
the end-user was sitting directly in front of the server 100. 

[0020] A software-based remote console session may require, among other 
things, the server 100 to be running an operating system ("OS") and possibly 
various other software programs. Examples of software-based console sessions 
include VNC server, Dell® ERA®, or any other suitable software-based remote 
console technology. In a software-based remote console session, input/output 
data may be exchanged between the RC client 122 and software executed by the 
CPU 106 in the sen/er 100. In software-based remote console sessions, the 
management processor 102 may act merely as a conduit through which data 
packets are routed to software executed by the CPU 106. Specifically, the SW 
application 128 executing in the server 100 may determine instructions (e.g., 
primitives or data packets) to send to the RC client 1 22 and route the instructions 
through the RDP 112, the SVCS 110 and the management processor driver 108 
to the management processor 102. The management processor 102 may 
compress the instructions and transmit the instructions to the SW applet 114, 
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where the instructions may be analyzed to form graphical or text-based output for 
the end-user of the RC client 122. Similarly, input data of the RC client 122 may 
be transmitted to the SW application 128 via the management processor 102, the 
management processor driver 108, the SVCS 110 and the RDP 112. Because all 
server 100 output may be transmitted to the RC client 122 and displayed to the 
end-user, and because all RC client 122 end-user input may be transmitted to the 
management processor 102 and processed by the server 100, virtual presence 
may be achieved. That is, the end-user may interact with the RC client 122 as if 
the end-user was sitting directly in front of the server 1 00. 

[0021] The management processor driver 108, the SVCS 110, the RDP 112 
and the SW application 128 of Figure 1 may form a software stack. The 
management processor driver 108 may serve as a communication point between 
the management processor 102 and the SVCS 110. The management processor 
driver 108 may enable the software to communicate with the management 
processor 102. The SVCS 110 may be a communication point between the 
management processor driver 108 and the RDP 112. The SVCS 110 may 
connect the management processor 102 and SW application 128 through 
"localhost," a term describing a hostname of a computer that references that 
computer (e.g., IP address 127.0.0.1). The SVCS 110 also may be equipped to 
transfer data packets between the management processor 102 and the RDP 112. 
The RDP 112 may be coupled to the SVCS 1 10 via a network stack running on 
the server 100. The RDP 112 collaborates with the SW application 128 to 
transfer data between the RC client 122 and the server 100. Specifically, the 
RDP 112 may use a built-in video driver to render display output by constructing 
the rendering information into data packets using RDP protocol and sending the 
packets to the RC client 122. When input data are sent from the RC client 122 to 
the server 100, the RDP 112 may use a built-in virtual keyboard and mouse driver 
to receive the keyboard and mouse events. 

[0022] Embodiments of the invention integrate hardware-based remote console 
capability with software-based remote console capability to improve remote 
console performance and maintain lower production cost. Because hardware- 
based remote console capability is hardware-based and may not need software 
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or OS assistance, the hardware-based remote console capability may be used 
whenever the OS of the server 100 is not running (e.g., while the server 100 is 
powered down, during the boot-up process, or during OS failure). 
[0023] Because software-based remote console sessions may involve 
communication with programs executable by the more powerful CPU 106 and 
compression of instructions to build video images, as opposed to compression of 
images as performed by the hardware-based remote console operation mode, 
the software-based remote console operation mode may be faster, more efficient 
and may provide graphics of increased quality. Thus, in at least some 
embodiments, the software-based remote console operation mode may be set as 
the default mode. However, the end-user of RC client 122 may be able to set 
either operation mode as the default operation mode. For example, the 
management processor 102 may continually attempt to launch the software- 
based remote console operation mode if the software-based remote console 
operation mode is the default operation mode and is not already in use. 
[0024] Referring to Figures 1 and 2, Figure 2 illustrates the management 
processor in greater detail. Management processor 102 may comprise a software 
interface 212 coupled to an application specific integrated circuit ("ASIC") 208 and 
having a shared memory interface ("SMIF") 206 and a channel interface ("CHIF") 
204. ASIC 208 may comprise a microcontroller 210. CHIF 204 may be an 
interface by which user level code on the OS may communicate directly with the 
management processor 102 without contending with other software attempting to 
do the same. SMIF 206 may be memory on the management processor 102 that 
may assist communication between a client and a host server. Communication 
between the management processor 102 and the software running on a server 
coupled to the management processor 102 may be accomplished by sending 
SMIF 206 data packets via the CHIF 204, as explained below. 
[0025] Figure 3 illustrates a flow diagram associated with the client-server 
network of Figure 1. The process may begin with the server 100 powering on 
and starting the boot-up sequence (block 300). The operating system (e.g., 
Microsoft® Windows®, Linux®, UNIX®, Solaris®, or any other operating system) 
may then load (block 302). The SVCS 110 may determine whether software- 
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based remote console is available (block 304). The SVCS 110 may inform the 
management processor 102 once the server 100 is ready for a remote console 
connection (block 306). The management processor 102 subsequently may 
respond to the SVCS 110 by informing SVCS 110 that the RC client 122 has 
been notified that the server 100 is ready to establish a remote console 
connection. Communications between the management processor 102 and 
software located on the sen/er 100 may be achieved by transmitting and 
receiving SMIF 206 packets via the CHIP 204. In a switching mechanism 
described below, the management processor 1 02 may determine whether the RC 
applet 116 is already activated (block 308). If the RC applet 116 is already 
activated or engaged In a hardware-based remote console session with the 
server 100, the management processor 102 may inform the RC applet 116 that 
because the OS is presently running, software-based remote console may be 
available (block 310). For example, an RC client 122 and the server 100 may be 
engaged in a hardware-based remote console session prior to the server 100 
being powered on. Once the server 100 is powered on and the OS is loaded, the 
management processor 102 may detect the hardware-based remote console 
session and may notify the RC applet 116 that a faster, more efficient software- 
based remote console session may be available. The management processor 
102 then may attempt a software-based remote console connection with the SW 
applet 114 (block 312) and determine whether the connection was successful 
(block 314). If the SW applet 114 declines a software-based remote console 
connection or the connection is not successfully established, the RC applet 116 
may continue to run and the management processor 102 may continue to attempt 
a software-based remote console connection with the RC client 122 (block 316). 
However, if the SW applet 114 accepts a software-based remote console 
connection and the connection is successfully established, the RC applet 116 
may launch the SW applet 114 and then enter a hibernation mode, wherein the 
RC applet 116 may still retain control of the SW applet 114 but may otherwise 
remain inactive (block 318). Once the RC applet 116 enters a hibernation mode, 
the management processor 102 may terminate the hardware-based remote 
console session, thereby reducing processing demands on the server 100 and 
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the RC client 122. The management processor then may connect to the RDP 
112, completing a connection between the SW applet 114 and the SW application 
128 (block 320). That is, a transparent connection may be established from the 
SW applet 1 14 on the RC client 122 to the SW application 128 on the server 100 
(block 322). Data packets subsequently may be transmitted between the RC 
client 122 and the server 100 (block 324). 

[0026] If the OS is deactivated, the server is powered down, the server 100 is 
no longer ready to be connected to an RC client 122, or any other event occurs 
that prevents the software-based remote console session from functioning 
properly, the management processor 102 may send a command to the RC 
applet 116 to deactivate the SW applet 114. The management processor 102 
also may command the RC applet 116 to replace the software-based remote 
console session with a hardware-based remote console session, since the 
hardware-based remote console session does not require an OS or other 
software to function properly. 

[0027] Figure 4 illustrates the switching mechanism between software and 
hardware-based remote console sessions. The switching mechanism may be 
used to activate an operation mode or to switch from a default operation mode to 
a non-default operation mode. The switching mechanism may be active at any 
given time and may be activated or deactivated by an end-user of the RC 
client 122, the management processor 102 or any other appropriate entity. The 
process may begin with the applet of the non-default operation mode being in an 
active state (block 400). For example, if the software-based remote console 
operation mode is the default operation mode, then the process could begin with 
the RC applet 116 being active and a hardware-based remote console session in 
progress. The management processor 102 then may attempt to launch the 
applet for the default mode of operation and establish a complete connection 
from the RC client 122 to the server 100 (block 402). For instance, if the 
software-based remote console operation mode is the default operation mode, 
then the management processor 102 may attempt to launch SW applet 114. 
Once the management processor 102 is connected to the SW applet 114, the 
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management processor 102 may attempt to connect with the SW application 128 
to form a complete connection from the SW applet 114 to the SW application 128. 
[0028] The management processor 102 may perform a check to determine 
whether the default operation mode is active (block 404). If the default operation 
mode is active, then the management processor 102 may continue to mn the 
default operation mode and continually check to ensure that the default operation 
mode is still active (blocks 402. 404). However, If the default mode of operation is 
not active, the management processor 1 02 may activate the non-default mode of 
operation (block 408) while attempting to determine whether the default mode of 
operation is available (block 406). If the default mode of operation becomes 
available while running the non-default mode of operation, the management 
processor 102 may deactivate the non-default mode of operation and launch the 
default mode of operation (block 402). Until the default mode of operation 
becomes available, the management processor 102 may continue to run the non- 
default mode of operation (block 408). In at least some embodiments, the default 
mode of operation may be the software-based remote console capability and the 
non-default mode of operation may be the hardware-based remote console 
capability. 

[0029] The above discussion is meant to be illustrative of the principles and 
various embodiments of the present invention. Numerous variations and 
modifications will become apparent to those skilled in the art once the above 
disclosure is fully appreciated. It is intended that the following claims be 
interpreted to embrace all such variations and modifications. 



112039.01/2162.19800 



